
… where ideas turn into success!

Cyber Resilience Act (CRA) / Security Step by Step
Enhancing digital protection through structured measures



CRA & Security Step by Step

1. Analysis and Preparation

2. Development & Design

3. Update and Vulnerability Management

4. Documentation & CE Marking

5. Organization & Training

5 Steps as the foundation for your CRA roadmap with development support from MESCO

Requirements of the EU Cyber Resilience Act (CRA) for sensor manufacturers



Cyber Resilience Act (CRA) 
Step by Step

Step 1: Analysis and Preparation
• Product Identification

Identify all digital products under CRA including sensors, communication devices,
and networked products.​

• Software Bill of Materials (SBOM)
Create an SBOM documenting all software components, ensuring transparency and 
risk assessment.​

• Risk Analysis
Perform structured risk analysis to identify attack surfaces like wireless modules and
network ports.​

• Establish Responsibility
Assign a dedicated team or person to ensure accountability and coordination for CRA 
compliance.​



Cyber Resilience Act (CRA) 
Step by Step

Step 2: Development & Design

• Secure Development Lifecycle
SDLC integrates security at every stage from design to maintenance to prevent 
vulnerabilities early on.​

• Threat Modeling Importance
Threat modeling identifies potential attackers and attack vectors to inform secure design 
decisions.​
Introduce code reviews and automated security scans

• Default Security Features
Security features like encryption and access controls are enabled by default to ensure
baseline protection.



Cyber Resilience Act (CRA) 
Step by Step

Step 3: Update and Vulnerability Management​

• Secure Update Mechanisms
Implement secure update methods ensuring authenticity, integrity, and reliability, including
over-the-air updates where applicable.​

• Update Support Period
Define and communicate update support duration aligned with product lifetime to build 
customer trust.​

• Vulnerability Reporting Process
Establish structured vulnerability reporting with clear responsibilities and regulatory
compliance for efficient incident response.



Cyber Resilience Act (CRA) 
Step by Step

Step 4: Documentation & CE Marking

• Create the technical documentation
(risk analysis, security architecture, update strategy, vulnerability management, user instructions)

• Prepare the Declaration of Conformity
• Extend the CE marking

The CRA becomes an integral part of the conformity assessment.



Cyber Resilience Act (CRA) 

Step by Step

Step 5: Organization & Training

• Employee Training Importance​
Training employees on CRA requirements and secure practices enhances organizational 
cybersecurity awareness and responsibility.​

• Supply Chain Security​
Ensuring suppliers provide CRA-compliant components requires clear requirements and
collaboration across the supply chain.​

• Internal Audits and Incident Response​
Regular audits and structured incident response plans help maintain compliance and
enable fast, coordinated cybersecurity actions.



MESCO Services

Conformity
Assessment 

Risk Assessments & Analyze

Updates, Docu 
Implementation & 
Tests

• Selection of the appropriate conformity assessment procedure

• Conducting risk assessments and minimizing attack surfaces

• Integration of protective mechanisms

• Development of (cyber-)secure fieldbus communication

• Identification and remediation of vulnerabilities

• HW/SW development of secure automation components

• Creation of a Software Bill of Materials (SBOM)

• Support for CRA certification



Cyber Resilience Act (CRA) 
Current Status and Key Milestones

CRA Publication and Transition Start​
The Cyber Resilience Act was published in 2024, initiating the transition period for manufacturers to
prepare for compliance.​

External Conformity Assessments​
From June 2026, organizations can undergo external assessments to validate compliance and close gaps
with expert support.​

Mandatory Vulnerability Reporting​
Starting September 2026, reporting vulnerabilities and security incidents becomes mandatory to
improve cybersecurity response.​

Full Compliance Deadline​
By December 11, 2027, all new products must fully comply with CRA regulations to avoid 
market restrictions.
Sources:
BSI - Technische Richtlinie BSI TR-03183 - BSI TR-03183 Cyber-Resilienz-Anforderungen

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/tr-03183.html


MESCO Engineering GmbH

Berner Weg 7 

79539 Lörrach

Germany

+49 7621 1575 440

Sales@mesco-engineering.com

MESCO Engineering, Inc.

2125 Center Avenue, Suite 507

Fort Lee, New Jersey 07024

USA

Tel. +1 201 302 6002

info@mesco.us

MESCO Engineering AG
 

Klosterzelgstrasse 1a

5210 Windisch

Switzerland

Tel. +41 56 560 37 00

Fax +41 61 641 67 28

info@mesco.ch

MESCO Engineering GmbH

Wentzingerstraße 23

79106 Freiburg

Germany

Tel. +49 7621 1575 0

Fax +49 7621 1575 175

info@mesco.de

Contact MESCO

https://mesco-engineering.com/
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