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With the Cyber Resilience Act (CRA), the European Union has taken a groundbreaking step towards improving
cybersecurity in the digital market. Unlike existing standards that often focus on protecting manufacturers’
interests, the CRA prioritizes user protection. It requires manufacturers to implement security measures and
provide updates to minimize potential risks for users.

Starting at the end of 2027, digital components may only be placed on the market if they meet the fundamental
security requirements of the CRA. In addition to increasing the resilience of digital systems against cyber thre-
ats, theregulation aims to identify and close existing security gapsin devices.

Thisregulation also applies to devices in factory and process automation, including sensors, actuators,
controllers, and communication technologies—especially those with digital interfaces. From the end of 2027,
components withembedded software may only be placed on the market if they meet the specific require-
ments of the CRA.

The MESCO experts provide you with technology and manufacturer-neutral advice and support youin
implementing your development projects efficiently and in compliance with the new regulatory requirements.

Cyber Resilience Actrequires higher security standards
for digital devices

Companiesinthe factory and process automation industry face the challenge of adapting their products to
the new legal requirements of the Cyber Resilience Act. Compliance with these regulations is mandatory to
continue placing the CE mark on their products and selling themin the EU. However, products that were placed
on the market before 2027 will retain their CE marking beyond this deadline—provided they are not significantly
modified.
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However, a software update orreplacing a software component could already be considered a significant
modification, requiring full compliance with all CRArequirements.

Security measures must not be limited to field devices but must also coverinterfaces, such as fieldbuses. Since
other field devices can serve as entry points into a fieldbus, fieldbus organizations have already been exten-
sively working on security concepts forreal-time networks, especially those based on Ethernet or wireless
networks.

CRA and Industrial Fieldbuses

Fieldbus organizations have already developed initial security concepts. Forexample, measures have been
introduced to protect systems and infrastructures from unauthorized manipulation.

The PROFIBUS User Organization (PI), forinstance, ensures with Security Class 1in PROFINET that devices
communicate correctly with the controller. This is achieved through Disabling simple device address manipu-
lation and sighing GSDML files.

However, these measures alone do not provide sufficient protection against external threats. If a deviceis
compromised via anloT interface, these protections become largely ineffective.

To further enhance security in PROFINET, additional measures as follows are required:

¢ Integrity and authenticity of data (Security Class 2): Prevents data manipulation during transmission and
ensures thatinformation remains unaltered and uncorrupted. Cryptographic signatures or verification
mechanisms can achieve this.

e Confidentiality of data (Security Class 3): Protects sensitive information from unauthorized access.
Encryption technologies ensure that only authorized parties can access process data—especially crucial
for protecting application know-how.

The implementation of these security requirements requires the development of suitable protection
mechanisms and comprehensive validation tests.

CRArequirements: MESCO experts support you
during Implementation

Our hardware and software experts provide technology- and vendor-neutral support inimplementing the Cy-
ber Resilience Act requirements—from initial analysis to software and hardware modifications, up to assistance
with the compliance declaration for your products.

Ourservicesinclude:

e Selection of the appropriate conformity assessment procedure: In most cases, the assessment
is carried out through self-declaration for non-critical products.
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e Conductingrisk assessments and minimizing attack surfaces to reduce potential security risks.

¢ Integration of protection mechanisms, including measures for data integrity, confidentiality,

and otherrelevant security aspects.

e Consulting and development of (cyber-)secure fieldbus communication: PROFINET, EtherCAT, IO-Link,

as well as functionally safe protocols like PROFIsafe, FSoE, and IO-Link Safety.

o Creation of a Software Bill of Materials (SBOM) according to technical guidelines, ensuring

transparent traceability of software components.

Your development partner. For 35 years.

...whereideas turninto success!

MESCO Engineeringis your partner forinnovative electronics developments in the field of process and

factory automation. Our core competencies lie in hardware and software development. MESCO excels

particularly inintegrating technical fields such as industrial communication, functional safety, and explosi-

on protection. Since 1990, MESCO has been providing its customers with up-to-date expert knowledge,

comprehensive solutions, and a full development service - from concept to certification.
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